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EI 1 PENNE 


Linux hk NXT KA HAS NERE: HAN ipv4 tbh HALM Åinetaddr chain; Knipvetkhk& EA 
inet6addr chain; Dn SE, KAS nNetdev chain. 

















FE Jo tee ba HR — AS notifier block t: 


struct notifier block ( 





int (*notifier call) (struct notifier block *, unsigned long, void *); 

struct notifier block *next; 

int priority; 
ig: 
HH, 
1. notifier call: 4H MSMPACEN Zia A eR, HEITE, Wiother subsys 1; 
2. notifier block *next: FA Fe ACHES NIGEL: 
3. priority: FARRAR, ANO. 
AREP ne BE fr xxx chain, xxx_nofitier_chainikXMBAMNREA. HS DAGE 
fnotifier block, WIZEX T PY ANH AEA : 
1. Brut Atomic notifier chains ) : HETT AY EN RAT CE BERT ARAD EEK FER 
{EE BSCHISAT, NOV. NABER LEH: 


struct atomic notifier head I 















































spinlock t lock; 

struct notifier block *head; 
14 
2. FIRE AE ( Blocking notifier chains ) : MAEA AM EN RAAE BEE E BCT, FOYE BASE. OMAR GE 
KR: 


struct blocking notifier head I 



























































struct ru semaphore rwsem; 


struct notifier block *head; 


E; 



















































































3. Håp ( Raw notifierchains ) : RANE TT AN EN PRALEN BR Hl, ADARIA A Val H rE 
Po. MN BER: 




















MAT RAAD, WD PES head KIKE 
static RAW NOTIFIER HEAD (netdev chain); 






































#define RAW NOTIFIER INIT (name) { \ 

. head= NULL } 
#define RAW NOTIFIER HEAD (name) \ // HR thee T 
struct raw notifier head name = \ 


RAW NOTIFIER INIT (name) 
BU: 
struct raw notifier head netdev chain = { 
. head = NULL; 
} 
OTE Val RAE, H a alnetdev_chainMvEM Tea: register_netdevice_notifier. 


struct raw notifier head { 























struct notifier block *head; 
}; 
4. SRCU inf C SRCU notifier chains ) : FJ BH kp APPAR PA. ABERA: 


struct srcu notifier head { 




















struct mutex mutex; 


struct srcu_struct srcu; 





struct notifier block *head; 
}; 
1.3. THLE 










































































GH AI (other subsys x) wixtnotifier chain register MS Mchaink HARA, JE hit SE ITF Å 
azz ARE Mnotifier_chain_register@RABZOREM, HOUR HT ASEAN EAS TRS: 

register netdevice notifier RIE MM Dino? fier block. 

1.3.1. FUSE PIE EE IR DE 

1. HAARstruct notifier blockt 

2. mEnotifier call mA 

3. VIBRERER MA not iren block MANE ABE 
WRAT Al LG Se SE GE OA ERT FOLAT GIN AE 086 AE EEE pA Å 
1.3.2. RITA FRE 
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inet subsysæilitnotifier call chain MH (hINF AS (other subsys x) DI. 
notifier call chain RE ABE HRA MYL AGUS EN Cnotifier_call_x) ERARA IAE 
notifier call chainHFiktht lal; HOR IE AENOTIFY DIE d, fEinclude/linux/notifier. h: 
#define NOTIFY DONE 0x0000 / EFTA IL zi 
#define NOTIFY OK 0x0001 [8 FRE IE ADR / 
#define NOTIFY STOP MASK 0x8000 /*rnotifier call chain, FAR VAs, (KIT, DAD 
STOPPE bp E */ 
#define NOTIFY BAD (NOTIFY_STOP_MASK | 0x0002) SEE AD SE ER AASER Te] R 
/* 
*Clean way to return from the notifier and stop further calls. 
*/ 
#define NOTIFY STOP (NOTIFY OK|NOTIFY STOP MASK)  /* EDAH, AASE REMEE R 
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state) + WÆYEHHNRIS (dev->reg state) , DIMME ANETTE DAE RFE Cd 
ude/linux/notifier. hP 


inc 





/* netdevice notifier chain */ 


Hdefi 
Hdefi 
Hdefi 
Hdefi 
Hdefi 
Hdefi 
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Ae 
HE 


ETDEV UP 
ETDEV DOW 


ETDEV CHA 
ETDEV REG 
ETDEV UNR 
ETDEV CHA 
ETDEV CHA 
ETDEV GOI 
ETDEV CHA 





ETDEV BON 
ETDEV PRE 
ETDEV BON 
ETDEV BON 











fø: 
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H PTR, noti 


0x0001 /* BYR DD */ 


tifier call chainFl AEN RAN Mc pull 


SENAT ASM SG» SEP AY VANETDEV XXX; HE T AVENIR (dev>flags) . ENARA (dev- 


ev->features) : 















































ISTER 0x0005 /*—*S P28 HØNER SE, (8 
EGISTER 0x0006 LP EG EG RS VIER x/ 
GEMTU 0x0007 /*MTURÆ T HÆ */ 

GEADDR 0x0008 /*ffEHU bl RE T ARE x/ 

G DOWN 0x0009 ` /aldäR ixi KREA, Hdev->close 
GENAME 0x000A /*P2R IRANA x/ 











= 























ETDEV FEAT CHANGE 0x000B /*feature IZ HEE IRENE */ 








DING FAILOVER 0x000C /* */ 


UP 0x000D /* */ 


DING OLDTYPE 0x000E AJ  x/ 
DING NEWTYPE 0x000F /* */ 





0x0002f /* 1 1E— NIS UL PANNA BLA SI 
ETDEV REBOOT 0x0003 /* Her ES SD AEE IE PE ARR, It / 
GE 0x0004 /* PIAS ABE LAIR AS AE AE x/ 





HORER A 





MAGE */ 


RT, BRER T RLE x/ 



































fier chainblilAf&ÆPMANT ASHER, At, EE 




















Hië FSR: test notifier chain 0, 








NØ 


test notifier chain 1, test notifier chain 2; 4 test notifier chai 


TESTCHAIN 2 INIT; 


/* test chain 0.c : 


Hinc 
Hinc 
Hinc 
Hinc 


Hinc 


Hdefi 
stati 


ude 
ude 
ude 
ude 


ude 





<linux/no 
<linux/mo 


<linux/in 

















SEI test notifier chain 1E HAM JAGE: FTE te 
0. PHAD 1. FAGENE 2. EN 
tifier. h> 

dule. h> 

it. h> 






































<linux/kernel.h> Je printk() */ 








<linux/fs 


.h> /* everything) */ 


ne TESTCHAIN INIT 0x52U 
c RAW NOTIFIER HEAD (test chain); Z VOM AGERER k 

















/* define our own notifier call chain */ 


static int call test notifiers(unsigned long val, void *v) HEIRDL T AGO, ERA AMRIT AH 


{ 


} 








n_2i8tmodule_init MAL Bn Ae H FAF 
st notifier chain 21F7E%]4R4 
Sit, 3. SARS, Am i a */ 
























































return raw notifier call chain(&test chain, val, v); FMA EHE AE 








EXPORT SYMBOL (call test notifiers); 


/* define our own notifier chain register func */ 









































static int register test notifier(struct notifier block *nb) RER T RAGO, FEI PARR IFA AA 


























int err; 


err = raw notifier chain register(&test chain, nb); jE 


if (err) 


out: 





ply liste 


TT 














goto out; 


return err; 


EXPORT SYMBOL (register test notifier); 


static int _ init test chain 0 init(void) 


{ 


printk (KERN DEBUG “I’m in test chain Ouni: 


return 0; 


static void exit test chain 0 exit (void) 


{ 


} 


printk (KERN DEBUG “Goodbye to test chain 0\n”); 
// call test notifiers(TESTCHAIN EXIT, (int *) NULL) ; 


MODULE LICENSE (GPL v2”) ; 
MODULE AUTHOR (”fishOnFly”); 


module init(test chain 0 init); 


module exit(test chain 0 exit); 


/* test chain 


Hinc 
Hinc 
Hinc 
Hinc 


Hinc 


ude 
ude 
ude 
ude 


ude 


<lin 
<lin 
<lin 
<lin 
<lin 








le: 1. MC Hla a; 2. Æ X notifier block; 3. [Alchain_O¥EM#tnotifier block; */ 
ux/notifier. h> 

ux/module. h> 

ux/init. h> 

ux/kernel.h> /* printkQ */ 

ux/fs.h> /* everything */ 


extern int register test notifier(struct notifier block *nb) ; 


Hdefi 





ne TESTCHAIN INIT 0x52U 


/* realize the notifier call func */ 


int test init event(struct notifier block *nb, unsigned long event, void *v) 


{ 


switch (event) { 


} 


case TESTCHAIN INIT: fik ANN Ay Set 


put 








printk (KERN DEBUG “I got the chain event: test chain 2 is on the way of init\n”); 


break; 


default: 


break; 


return NOTIFY DONE; 


/* define a notifier block */ 


static struct notifier block test init notifier = I 





LU 

e 
ER 
ag 








.notifier call = test init event, 7 MHRA, cE Xnotifiler block tí% 








}; 


static int _ init test chain 1 init (void) 
{ 
printk (KERN DEBUG “I’m in test chain 1\n”); 
register test notifier (&test_init_notifier); YÆlltnotifier block 21801 





a 

















return 0; 


static void exit test chain 1 exit (void) 
{ 
printk (KERN DEBUG “Goodbye to test clain 1\n”); 
} 
MODULE LICENSE (“GPL”) ; 
MODULE AUTHOR ("fishOnFly”) ; 
module init (test chain 1 init); 


module exit (test chain 1 exit); 











/* test chain 2.c: SUE RTE 
#include <linux/notifier. h> 

#include <linux/module. h> 

#include <linux/init. h> 

#include <linux/kernel.h> /* printkQ */ 
#include <linux/fs.h> /* everything() */ 




















extern int call test notifiers(unsigned long val, void *v); 


#define TESTCHAIN INIT 0x52U 





static int _ init test chain 2 init(void) 
{ 
printk (KERN DEBUG “I’m in test chain 2\n”); 
call test notifiers(TESTCHAIN INIT, “no use”); 3 VIE 

















return 0; 
} 
static void exit test chain 2 exit (void) 
{ 
printk (KERN DEBUG “Goodbye to test chain 2\n”); 
} 
MODULE LICENSE (“GPL v2”) ; 
MODULE AUTHOR (“fishOnFly”) ; 
module init (test chain 2 init); 


module exit (test chain 2 exit); 
# Makefile 
# Comment/uncomment the following line to disable/enable debugging 


# DEBUG = y 


# Add your debugging flag (or not) to CFLAGS 


ifeq ($(DEBUG), y) 

DEBFLAGS = -0 -g -DSCULL DEBUG # ”-0” is needed to expand inlines 
else 
DEBFLAGS 
endif 


Il 


-02 


ifneq ($(KERNELRELEASE), ) 

# call from kernel build system 

obj-m := test chain 0.0 test chain 1.0 test chain 2.0 
else 

KERNELDIR ?= /lib/modules/$(shell uname -r)/build 

PWD := $(shell pwd) 

modules: 

$ (MAKE) -C $(KERNELDIR) M=$(PWD) modules 

endif 


clean: 

rm -rf *.o * core .depend .*. cmd *. ko *. mod. c . tmp versions 
depend . depend dep: 

$(CC) $(CFLAGS) -M *.c > . depend 


ifeq (. depend, $(wildcard . depend) ) 
include . depend 


endif 


[wang2@iwooing: notifier chian]$ sudo insmod. /test_chain_0. ko 
[wang2@iwooing: notifier chian]$ sudo insmod. /test chain 1. ko 
[wang2@iwooing: notifier chian]$ sudo insmod. /test chain 2. ko 
[wang2@iwooing: notifier chian]$ dmesg 

[ 5950. 112649] I’m in test chain 0 

[ 5956. 766610] I'm in test chain I 

[ 5962.570003] I'm in test chain 2 


[ 6464. 042975] Goodbye to test chain 2 
[ 6466. 368030] Goodbye to test clain I 
[ 6468. 371479] Goodbye to test chain 0 


























[ 5962.570008] I got the chain event: test chain 2 is on the way of init 


FEE GE: FG HRAW NOTIFIER. HEAD (— 2 DUO RENE) BE rue VE NERE struct 
notifier_blocki tik, (CG ZARA PIE TI eka. GMraw notifier chain register %t%notifilter_block¥ al 



























































HABE. FIRE NER, GEA RA AO AE A DIr, ER MER 
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raw notifier call chain (HsmAÅM-Enotifier call chain, HÆraw notifier call chainXf 








notifier_call_chaini#t47 (HR) pk BUE A PREIE o 




















IEE GRA BERL inux ÆRA) B, FIT — FRP EAA AN EE 
RINRI, BERNER ACA AED. AGE RIGETE NAT ESS) TT 72 BE 









































1. GANGER IN 




















REBAR RAAT ANLA, ALEN AST DN TT RSS ERE 
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EDGE. DIER TR, UG 




















BU ELLEN FASE REFERERE ITF RYE Linux beg T AREAL. GEN BER A EE ZI A 
BLEH, MA AE GE PS) TR ZZ TREET SF A å 

RI GERE — VER» BER AGN ARENT Ten, ENRERE, BER IT Alain 
BUR IMT . Ar AY Pi ABE ROR EA Të 5 TEEN D, FERDEN Hr reg Sr OE 0 T RE» 

Zb Et BNE BG MTT ED TEN BEER pA BORG EUT. HAIR SOA signal hy AEE AS 











































































































































































































2. BAGER OE AA 
BAGER HIT KW Anotifier block, Hæ XU TF: 
struct notifier block 


{ 




















int (notifier call) (struct notifier block *self, unsigned long, void *); 
struct notifier block *next; 


int priority; 








ERM enotifier call SPREE, Aa SIXT AA A BS iT ARNA next tala] FN 
EA ACE IY IE BERET AY EE CH. 


y 
k + 
Su 


Ap ` Im 








Ir 
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LI 
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3. EAR ABE 
FEIEREN, GEA MER, CTR ABER IN PIC EE, SEE EI AI ÅS 
HR TRI BER Kk mT ER EDER INA TOR o 
TEMA RÅDE: 
int notifier chain register(struct notifier block **nl, struct notifier block *n) 
TH BN EE BAY AT Col A Stol AT al AER. 
HERA PAGE: 
int notifier chain unregister(strut notifier block **nl, struct notifier block *n) 


BEDER An Ån TER m AY BERE MER. 































































































4. BRER 
MAREN, HH otifier call chainH HANBA EK REMME. 
int notifier call chain(struct notifier block **nl, unsigned long val, void *v) 
TK PR BE HIF SAT DLR EI AY BER EAI ek EEA BHV An PS: 
struct notifier block *nb = *n; 
while (nb) 
{ 
ret = nb—- notifier call(nb, val, v); 


if (ret & NOTIFY STOP MASK) 

























































































{ 
return ret; 
} 
nb = nb->next; 
} 
5. møl 


ERE, GITT AE AER HIS 














KEE, FEMA BEN in LL NIE: 
BEE NA OE AETAT AN RA AGE SLÅ CE . 









































TER buildchai 
CG HER 









































UA FH Fa NAT BEAN E, UH EEA PR BGS íT . 


NEDE TS DREG, BEEN T KAIA ge NERE DAA > FI 


NORE RR GE T He BET 1. Ar Wl FEAR AZbui ldchain. cBregchain. cH. 
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BODEN Anotify. co 











Ht Ae MSIE test chain, AE HA NTN RAA I 











FE LS eh BO test chainfé. 


#in 
#in 
#in 
#in 
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#in 
#in 
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c 


ude 
ude 
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<as 

<lin 
<lin 
<lin 
<lin 
<lin 
<lin 
<lin 





/uaccess. h> 


u 


u 


u 


u 


u 


u 
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x/types. h> 
x/kernel. h> 
x/ sched. h> 
x/notifier. h> 
x/init. h> 
x/types. h> 
x/module. h> 


MODULE LICENSE (“GPL”) ; 


VÆ; 


* EX 


*/ 


VÆ; 








HE 





* RAW NOTIFIER HEADÆ SE X 
x HET Aa AT DAR ANER AY HRC ATA fynotifier block 


*/ 
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ARTE RE DA VA GE AEG Sor MED PR Å 














ALGER DDE RÅ» 

















static RAW NOTIFIER HEAD(test chain); 


VÆ 


* AE MAEM RA, Hnotifier block AMS LI test chain NÆRT 


* raw notifier chain register 1ÄÅHnotifier chain register 


*/ 








TAGE PA BURR Rm 

















int register test_notifier(struct notifier block *nb) 


{ 


return raw notifier chain register (&test_ chain, nb); 


} 


EXPORT SYMBOL (register test notifier); 


int unregister test notifier(struct notifier block *nb) 


{ 


return raw notifier chain unregister(&test chain, nb); 


} 


EXPORT SYMBO 


VÆ 








+ ÅGE X ANE 


*/ 











L(unregister test notifier); 














KER AY PAL, Hi AI tes t_cha im te H VER MATET ATHEN PA AG 








int test notifier call chain(unsigned long val, void *v) 


{ 


return raw notifier call chain(&test chain, val, v); 


} 


EXPORT SYMBOL (test notifier call chain); 


VÆ; 


* init and exit 


*/ 


static int _ init init notifier (void) 


{ 


printk (“init notifier\n’) ; 


return 0; 


) 


static void exit exit notifier (void) 


{ 


printk(“exit_notifier\n’) ; 


} 


module init (init_notifier) ; 


module exit (exit notifier) ; 


ARAG2 regchain. c 
GAME IIE 
RIER LE, TIS ESAT AARE 7S RR 


Hinc 
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test notifierl test notifier2 test _notifier3iK=47i e ul Ae VA test chainX NE 
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ude 
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ude 
ude 
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<asn 
<lin 
<lin 
<lin 
<lin 
<lin 
<lin 
<lin 








/uaccess. h> 
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u 
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x/types. h> 
x/kernel. h> 
x/sched. h> 
x/notifier. h> 
x/init. h> 
x/types. h> 
x/module. h> 


MODULE LICENSE (“GPL”) ; 


VÆ; 





*/ 


EDGE AGE 


* i 


extern int register test notifier(struct notifier block*); 


extern int unregister test notifier(struct notifier block*); 


static int test eventl(struct notifier block *this, unsigned long event, void *ptr) 
{ 
printk(”In Event 1: Event Number is %d\n”, event); 


return 0; 


} 


static int test event2(struct notifier block *this, unsigned long event, void *ptr) 
{ 
printk(”In Event 2: Event Number is %d\n”, event); 


return 0; 


} 


static int test event3(struct notifier block *this, unsigned long event, void *ptr) 
{ 
printk(”In Event 3: Event Number is %d\n”, event); 


return 0; 


} 


/* 

+ HEL, BEARTA R test cent) 

*/ 

static struct notifier block test notifierl = 


{ 


.notifier call = test eventl, 


}; 


/* 
x 1442, AT APTN eee Diet event) 
*/ 


static struct notifier block test notifier2 = 


{ 


.notifier call = test event2, 


}; 


/* 
x 3, AT APT eee Diet event) 
*/ 


static struct notifier block test notifier3 = 
{ 


.notifier call = test event3, 


|; 


VÆ; 
+ KP ETE 
*/ 





JE 
lint 

















static int _ init reg notifier (void) 


{ 


int err; 
printk (“Begin to register:Wn”); 


err = register test notifier (&test_notifierl); 


if (err) 
{ 
printk (“register test notifierl error\n’); 


return -1; 


} 


printk (“register test notifierl completed\n’) ; 
err = register test notifier (&test_notifier2) ; 
if (err) 
{ 
printk (“register test notifier2 error\n’); 
return —1; 
} 
printk (“register test notifier2 completed\n’) ; 


err = register test notifier (&test_notifier3) ; 


if (err) 

{ 

printk (“register test notifier3 error\n’); 
return —1; 

} 

printk (“register test notifier3 completed\n’) ; 


return err; 


VÆ; 
* EU ERATE T AE AGE 
*/ 














static void _ exit unreg notifier (void) 


printk(”Begin to unregister\n”) ; 
unregister test notifier (&test_notifierl) ; 
unregister test notifier (&test_notifier2) ; 


unregister test notifier (&test_notifier3) ; 





printk(”Unregister finished\n”) ; 
} 


module init (reg notifier) ; 


modu 


US 


Hinc 
Hinc 
Hinc 
Hinc 
Hinc 
Hinc 


Hinc 





Hinc 


le exit (unreg notifier) ; 


3 notify.c 
PARAS IVE aE test chain SHE PAR, ULSET 
























































ude <asm/uaccess. h> 
ude <linux/types. h> 
ude <linux/kernel. h> 
ude <linux/sched. h> 
ude <linux/notifier. h> 
ude <linux/init. h> 

ude <linux/types. h> 
ude <linux/module. h> 











MODULE LICENSE (“GPL”) ; 


extern int test notifier call chain(unsigned long val, void *v); 


VÆ; 





x E AERE N E AARET E Be A 


*/ 


stat 
{ 


int 











ic int _ init call notifier (void) 


err, 


printk (“Begin to notify: W”) ; 


















































VÆ 
* EE NAG ite chain ip E 
*/ 
printk (”==============================Vp") ; 
err = test notifier call chain(1, NULL); 
printk (”==============================|p") ; 
if (err) 
printk (“notifier call chain error\n’); 
return err; 
} 
static void exit uncall notifier (void) 


{ 


printk (“End notify\n’) ; 


} 


modu 


modu 


Make 


e init (call notifier) ; 


e exit (uncall notifier) ; 


file x4 


obj-m:=buildchain.o regchain. o notify. o 


KERN 





ELDIR:=/lib/modules/$ (shell uname -r)/build 


default: 
make -C $(KERNELDIR) M=$ (shell pwd) modules 


insmod buildchain. ko 

insmod regchain. ko 

insmod notify. ko 

OPE RILEY DL ENE ES AT AAR T 
PME A BAL EESTI ÆR: 
SIM: 


init notifier 
























































Begin to register: 
register test notifierl completed 
register test notifier2 completed 


register test notifier3 completed 








Begin to notify: 








In Event 1: Event Number is 1 
In Event 2: Event Number is 1 


In Event 3: Event Number is 1 


